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Abstract

Generative Al models pose a significant challenge to intel-
lectual property (IP), as they can replicate unique artistic
styles and concepts without attribution. While watermark-
ing offers a potential solution, existing methods often fail
in complex scenarios where multiple concepts (e.g., an ob-
ject and an artistic style) are composed within a single im-
age. These methods struggle to disentangle and attribute
each concept individually. In this work, we introduce To-
kenTrace, a novel proactive watermarking framework for
robust, multi-concept attribution. Our method embeds se-
cret signatures into the semantic domain by simultaneously
perturbing the text prompt embedding and the initial latent
noise that guide the diffusion model’s generation process.
For retrieval, we propose a query-based TokenTrace mod-
ule that takes the generated image and a textual query spec-
ifying which concepts need to be retrieved (e.g., a specific
object or style) as inputs. This query-based mechanism al-
lows the module to disentangle and independently verify the
presence of multiple concepts from a single generated im-
age. Extensive experiments show that our method achieves
state-of-the-art performance on both single-concept (object
and style) and multi-concept attribution tasks, significantly
outperforming existing baselines while maintaining high vi-
sual quality and robustness to common transformations.

1. Introduction

Text-to-image foundation models [5, 20, 29], propelled by
large-scale diffusion architectures [11, 28], have demon-
strated unprecedented success in generating high-fidelity,
complex visual content from natural language descriptions.
This progress has brought generative Al to the forefront of
creative industries [18]. However, this power introduces a
critical challenge in proactive attribution: the need to embed
imperceptible, robust watermarks into generated content to
verify ownership and trace provenance [ 13, 53]. This task is
fundamental to protecting the intellectual property of artists
and creators whose unique styles and concepts are used to
train these models. Recent state-of-the-art methods, such as
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ProMark [3], have pioneered a “proactive” approach, em-
bedding imperceptible watermarks directly into the pixel
space of images. These methods train the diffusion model
to preserve these spatial watermarks, allowing a decoder to
later detect them in generated images and establish a causal
connection to the original training examples that contribute
to the generations. Such invention is effective for the gen-
eral concept attribution task.

Despite progress in this area, existing watermarking
methods face notable limitations. Approaches that oper-
ate in the pixel domain are often fragile, failing to sur-
vive common transformations like compression or crop-
ping [3, 32, 53]. While more recent methods embed-
ding watermarks into the latent space offer greater robust-
ness [4, 27, 43], they fail to address a significant challenge
posed by the compositional nature of generative Al. These
models frequently generate images by combining multiple,
distinct concepts (e.g., a specific character rendered in a
unique artistic style). Existing attribution methods, which
embed a single holistic watermark, are not designed for
this scenario; they cannot disentangle and independently at-
tribute multiple concepts when their visual representations
overlap in the final image. This failure to attribute com-
posed concepts is a major gap in protecting creator IP. While
some recent works attempt multi-concept attribution [38],
they struggle with signal interference and lack a precise
mechanism for targeted retrieval.

In response to the above challenges, we introduce To-
kenTrace, a proactive watermarking framework for robust,
multi-concept attribution. We hypothesize that a water-
mark’s robustness and specificity can be dramatically im-
proved by associating it directly with the textual semantics
of the concept it represents, a strategy inspired by the suc-
cess of prompt-tuning in foundation models [19, 51]. This
association is the key to solving the multi-concept chal-
lenge: instead of embedding competing signals into the lim-
ited pixel space, we link each concept’s secret to its unique
representation within the text embedding. This approach
fundamentally avoids the problem of spatial overlap, as the
signatures are separated in the textual semantic domain be-
fore generation begins. TokenTrace achieves this via a novel
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Figure 1. t-SNE visualization of predicted concept embed-
dings.  The embeddings retrieved by TokenTrace module
from DreamBooth-generated images (dots) form distinct, well-
separated clusters around their ground-truth embeddings (stars),
validating its ability to perform concept attribution.

dual-conditioning strategy. A concept’s secret is processed
by two parallel networks: a concept encoder that perturbs
the text prompt embedding and a secret mapper that per-
turbs the initial latent noise. By embedding the signature
in both the semantic and latent domains, the watermark is
deeply integrated into the generative process, ensuring both
robustness and this crucial concept-level separation. To re-
trieve the watermark, we propose a query-based TokenTrace
module designed to reverse this watermark encoding, which
takes the watermarked image and a query prompt as inputs
to predict the corresponding concept secrets. The feasibility
of this retrieval approach was validated in a preliminary ex-
periment '; as shown in a t-SNE visualization (Figure 1),
TokenTrace module successfully maps generated images
back to distinct, well-separated clusters for each concept.

Our work makes three key contributions:

* We propose TokenTrace, a novel framework that embeds
watermarks into both the text prompt and latent noise do-
mains, intrinsically tying the watermark to the concept’s
semantics.

* We introduce a query-based module that can effectively
disentangle and independently attribute multiple, overlap-
ping concepts (such as objects and styles) from a single
generated image.

* Our extensive experiments on both object and style con-
cepts demonstrate that TokenTrace significantly outper-
forms state-of-the-art attribution baselines in both single-
concept and multi-concept scenarios, all while maintain-
ing high visual fidelity.

Detailed settings for this preliminary experiment can be found in the
supplementary material.

2. Related Works

Generative Customization The advent of large-scale
text-to-image diffusion models has enabled remarkable im-
age synthesis [28, 29, 31, 42, 46]. A significant and parallel
line of research is generative customization, which focuses
on personalizing these foundation models with novel, user-
provided concepts [8, 21, 22, 44, 48]. Techniques such as
Textual Inversion [14] and DreamBooth [29] allow models
to learn a new concept from just a few example images,
often by learning a new pseudo-token in the model’s text-
embedding space or leaning a new set of model parameters
for a customized concept. While this customization empow-
ers creators to inject their unique intellectual property (IP)
into the generative process, it also exposes that IP to mis-
use [9, 36, 37]. These learned concepts can be extracted and
repurposed without permission, which introduces a critical
need for robust attribution methods designed specifically for
these personalized concepts.

Watermarking and Concept Attribution for Generative
Models To address provenance and attribution, various
watermarking techniques for generative models have been
proposed [13, 17, 23, 43, 45], which are broadly catego-
rized as passive or proactive. Passive watermarking applies
a signature after generation [15, 33, 52]. This approach,
while simple, adds computational cost, is easily defeated by
common transformations, and is thus insufficient for reli-
able attribution. In contrast, proactive watermarking, our
focus, integrates the signature during the generative pro-
cess [3, 17, 39], making it inherently more robust to trans-
formations and the necessary choice for causal attribution.
Existing proactive methods embed signatures in the pixel-
domain [3, 32] or latent-domain [4, 45]. However, these tra-
ditional methods typically embed a single, content-agnostic
watermark, failing to link it to specific semantic concepts,
which leads to the challenges we address next.

Proactive Schemes Proactive schemes embed signals
into the generative process for tasks like deepfake detec-
tion [40, 50], manipulated content localization [1, 2, 47],
and concept attribution [3, 4]. While pixel-domain methods
are fragile and fail when multiple concept spatially overlap,
and latent-domain methods are robust but content-agnostic,
a new category operates in the semantic domain [24], link-
ing watermarks to textual representations. For instance,
“Guarding Textual Inversion” [12] is designed for single-
concept tracing and does not address compositional attri-
bution. CustomMark [4] also customizes models via text
prompts for multi-concept attribution but struggles to dis-
entangle concepts that are spatially overlapping. Thus, a ro-
bust, query-based mechanism for disentangling composed
concepts remains a significant and unaddressed challenge.



Figure 2. Overview of TokenTrace. (a) Concept encoding: A concept secret is fed into a concept encoder to perturb the targeted concept
token and a secret mapper to perturb the initial noise, enabling a dual-conditioning of the latent diffusion model. (b) Concept decoding:
The generated image and a query prompt are fed into the TokenTrace module to predict a concept embedding, which a secret decoder then
translates back into the original concept secret for veri cation. (c) TokenTrace module: We use frozen image and text encoders, whose
features are fused by trainable projection and attention layers to predict the nal concept embedding.

3. Method tern. This pattern is fused with the original noise pattern

. . z7) to create the perturbed initial noise,. 2
In this section, we present our method, TokenTrace, a (1) P &

proactive watermarking framework designed for robust, 2r=2z7+f madS) 2

multi-co_ncept attribution that Can be used as a controlled- Finally, the diffusion model (DM) is conditioned on both of
generation provenance tool. As illustrated in Figure 2, our these inputs, the prompt embedding with perturbed concept

framework is composed of two stages: (a) a concept encod+oken embeddingsl?(prompa and the perturbed noiser{# to
ing stage that embeds concept secrets into the ge”eraﬁvﬁenerate the nal watermarked image.).

process, (b) a concept decoding stage that retrieves the con-

cept secrets that is indicated by a query prompt, and (c) the lwm = DM(2 7; I=Aprompt) ®)
detailed architecture of our TokenTrace module. By applying this dual-conditioning strategy, our method
achieves deep integration. Speci cally, by embedding the
signature in both the semantic and latent domains, the wa-
Our encoding process employs a novel dual-conditioning termark is fundamentally woven into the image's structure,
strategy that embeds a watermark by simultaneously per-making it far more robust to transformations than methods
turbing the generative inputs in both the semantic domain that only modify pixel space.

(textual embeddings) and the latent domain (initial noise).
As shown in Figure 2(a), this stage involves two parallel

3.1. Concept Encoding

3.2. Concept Decoding

networks that process a concept secret (S): As shown in Figure 2(b), the decoding stage is a two-step

» The concept encoderdfo) targets the speci c conceptto-  pipeline designed to reliably retrieve the embedded water-
ken to be watermarked. A user prompt embeddiggfp: mark and con rm its origin. First, the watermarked image
is a collection of token embeddingsife::;e:;:::;eq, (Iwm) and a textual query (Rer) are fed into the Token-

where g is the target concept token embedding. The Trace module (§). This textual query is a simple prompt,
encoder £, takes the concept secret (S) and the cor- selected from a pre-de ned set, that speci es which concept
responding concept token embedding)(as input to to retrieve. For example, to retrieve the <sks-object> con-
generate a perturbation. This perturbation is fused (viacept, the query Rerywould be “a photo of <sks-object>".
element-wise addition) only with the target token embed- The TokenTrace module then uses both inputs to predict the
ding e to create a perturbed token embedding &he concept embedding {e

nal perturbed prompt embeddinﬁprompt, is calculated

by replacing the original token: & = Tl wmi Paveny) “)
This predicted embedding is then passed to the secret de-
& =ec+fendecS) 1) coder (fyeg, Which we implement as a simple linear net-
épromm: fe 160 a9 work. This decoder translates the high-dimensional embed-

ding back into the original bit-secres,.
» The secret mapper (k) takes only the concept secret (S)

as input and generates a structured perturb gaussian pat- S =1 ded &) (5)



This query-based pipeline provides a direct solution to
the multi-concept challenge. By requiring a speci c text
query (Ryueny) to initiate retrieval, the system can selectively
isolate and verify a single concept's signature. This mecha-
nism allows it to successfully disentangle and attribute mul-
tiple, overlapping concepts (e.g., an object and a style) from

a single image, a task that pixel-based methods cannot per-

form.

Importantly, the core of our retrieval mechanism is the
TokenTrace module, which is architected to effectively fuse
multi-modal information and predict a concept's original
embedding from a generated image. As detailed in Fig-
ure 2(c), the module is designed for parameter-ef cient ne-
tuning by leveraging powerful frozen pre-trained encoders
from CLIP [26] for robust feature extraction. The data ow
is as follows:

1. The watermarked imagey} is passed through the
frozen Image encoder iffgend). Its output features are
then fed into a trainable projection layep(J 1) to align
their dimensionality with the text features.

. The query prompt Rery is passed through the frozen
Text encoder (fxtend)-

into a trainable attention moduley;), which produces
a fused, context-aware representation.

. This fused representation is passed through a nal train-
able projection layer (fo;2) to generate the predicted
concept embeddingce

This entire retrieval process is summarized by:

8
I:img =f proj,l(]c img,enc(I wm))

Fiext = f texLenc(Pquery)
§ Frused= f attn(Fimg; Fiext)
e =f proj,Z(Ffused)

(6)

The TokenTrace module is designed for high parameter
ef ciency by leveraging powerful, frozen CLIP encoders for

. The aligned image features and the text features are fed

A cross-entropy loss between the original and predicted
secrets to ensure the watermark can be accurately re-
trieved:

Lece = BCE(S; ( §Iogits)); (7)

where is the sigmoid function, S is the ground-truth,
and§|ognS is the output logits from the secret decoder.

* A contrastive style descriptor (CSD) loss [34] to main-
tain high-level semantic consistency between the water-
marked and clean images:

(l clean) (l Wm) .
k(l clear)kk (I Wm)k,

where represents the feature extractqyednis the clean
image, and Jm is the watermarked image.

A standard L2 loss to minimize perceptible, pixel-level
differences between the watermarked and clean images,
ensuring imperceptibility:

Lesp=1

®

9)

A regularization loss between the predicted and original
concept embeddings to ensure the TokenTrace module's
output is accurate:

— 2.
I-L2 =Kl clean I wmkz-

Lreg=kec € ck3; (10)
where g and ¢ are the ground truth and predicted con-
cept embeddings.

During training, the nal loss is the weighted sum of these

individual loss constraints, which are jointly optimized to

balance watermark retrieval accuracy with visual delity:

Liota = 1lsce+ 2lcspt+ 3bio+ slreg  (11)

where f 1; 2; 3; 40 are the trade-off parameters to bal-
ance different kind of constrains. By using this composite

feature extraction. This design, inspired by adapter-basedoss function, we can jointly optimize for two competing

netuning [16], requires only a few lightweight projection
and attention layers to be trainable. It allows the module to

objectives: retrieval accuracy (viagke and Lyeg) and vi-
sual delity (via L 2 and Lcsp). This ensures the resulting

be adapted to new concepts quickly and scalably, avoidingwatermark is both robustly detectable and imperceptible.

the high computational cost and potential catastrophic for-
getting associated with fully netuning large-scale models.

3.3. Training Objective

The end-to-end training procedure for TokenTrace is de-
tailed in Algorithm 1 in the supplementary material. In
summary, we jointly optimize all trainable parameters. In
each training iteration, we sample a batch of data (includ-

Our training objective is to jointly optimize all trainable ing a cleanimage, prompts, secret, and ground-truth embed-
components: the concept encoder, secret mapper, the trainding) and perform the concept encoding step to generate a
able projection and attention layers of the TokenTrace mod-watermarked image. This image is then passed through the
ule, and the secret decoder. The model is trained using adecoding pipeline to retrieve the secret. Finally, we com-
composite loss function, b, Which is designed to simul-  pute the total composite lossdl, and update all trainable
taneously satisfy two competing goals: watermark retrieval parameters via gradient descent. The inference (veri ca-
accuracy and visual delity. This nal loss is a weighted tion) process is a simple forward pass of the trained decod-
sum of four individual constraints: ing modules (f; and fgeo), as described in Section 3.2.



4. Experiments Table 1. Comparison of attribution performance on the WikiArt

and ImageNet datasets. TokenTrace achieves the highest accuracy
In this section, we present a comprehensive evaluation ofacross both datasets, outperforming all passive and proactive base-
our proposed TokenTrace framework. We evaluate its ef- lines. “Bit” represents bit accuracy (%) and "Att.” represents attri-
fectiveness, scalability, and unique capability for multi- bution accuracy (%). Passive baselines do not have Bit Accuracy
concept attribution across a diverse set of tasks: single@s they do not retrieve a secret bit-string.

style concept attribution, large-scale single object attribu-  pethod Type Wikiart ImageNet
tion, and compositional attribution using both customized __| Bit” Aw" | Bit” At
and general concepts. We compare our framework against A-APIN [50] Passive | - 1858 - 555
. ; . CLIP [26] Passive - 52.60| -  42.61
several state-(_)f-the-art passive a_nd proac_tlve baselines and Abc [41] Passive ) 56.03| - 53.51
conduct a series of ablation studies to validate our key de- sscp [25] Passive . 4534 - 25.50
sign choices. EKILA [6] Passive - 43.03| - 30.98
ProMark [3] Proactive | 93.14 87.19| 90.56 87.30
4.1. Datasets CustomMark [4]| Proactive | 95.59 89.25 93.11 87.12
TokenTrace Proactive | 98.33 91.67| 95.82 90.43

For the single style concept attribution task, we employ 23

distinct styles sourced from the WikiArt dataset [35], which embeds watermarks into the pixel domain, and Custom-
is a collection of digital artworks sourced from the online Mark [4], a highly relevant baseline that, like our method,

art encyclopedia. It is one of the most popular datasets operates in the semantic domain by modifying text prompts.
for art-related computer vision tasks. For the single ob-

ject concept attribution task, we use 1000 object classesMetrics. To evaluate our framework, we use two cate-
from the ImageNet dataset [10], which is a foundational, gories Of metrics.  For attribution assessment, we mea-
large-scale dataset in computer vision. For our primary Sure attribution accuracy, the percentage of times the pre-
task of customized multi-concept attribution, we source pre- dicted bit-secret exactly matches the correct ground-truth
trained concept embeddings from the Stable Diffusion Tex- Secret, and bit accuracy, the average percentage of individ-
tual Inversion Embeddings library. This allows us to  ual bits correctly predicted. Forimage quality assessment,
construct challenging prompts that combine multiple con- We measure the visual delity between the clean and wa-
cepts, such as a speci ¢ object and a speci ¢ style, to test termarked images using two embedding-space metrics: the
our model's disentanglement capabilities. We also evalu- CSD Score, which is the cosine similarity between CSD de-
ate general multi-concept attribution, as composing mul- SCriptors to assess style preservation, and the CLIP Score,
tiple customized textual inversion embeddings in a single Which is the cosine similarity between CLIP image embed-
prompt often degrades image quality. To isolate our attri- dings to assess overall semantic similarity.
bution mechanism's performance from this generation ar- |\ er-parameters.  We implement TokenTrace in Pv-
tifact, we use standard, non-customized concepts (e.g., “ yperp L b e Y
” . orch. For the text-to-image latent diffusion model, we use
cat and a dog”). We construct a new evaluation benchmark : e
. . the pre-trained Stable Diffusion 1.5 [28]. For the Token-
by using ChatGPT [7] to generate a diverse set of prompts I X ,
; . . Trace module, we utilize the pre-trained ViT-L/14 encoders
that involve the composition of multiple concepts. For each

rompt. we also aenerate a list of target concepts that ar from CLIP [26], which remain frozen during training. Un-
prompt, we 9 9 P Sess stated otherwise, the watermark secret S is a randomly
presented in the prompt

generated 16-bit binary vector. All training processes are
4.2. Experimental Settings conducted on 8 AlOO NVIDIA GPUs with a bgtch size of 6

_ _ per GPU. All trainable parameters are optimized using the
Baselines. We compare our method against a comprehenadam optimizer with an initial learning rate of 1e 4 and
sive suite of baselines, which are divided into two cate- betas set to (09, 0999) We emp|oy a Step-based |earning
gories. The rst, passive attribution, includes methods like rate schedule with a gamma of 0:95. For our composite loss
ALADIN [30], CLIP [26], Abc [41], SSCD [25], and EK-  function (Eq. 11), the trade-off parameters;f »; 3; 49
ILA [6], which attempt to attribute a generated image after were setto be f5; 5; 1; 1g, respectively. The model is trained

its creation by measuring visual correlation or similarity to for 10: 000 iterations. For the nal evaluation, we use the
known training data. The second, proactive attribution, in- checkpoint from the last training epoch.

cludes our primary competitors, which embed a causal sig- _
nature into the generative process itself. This category is4.3. Results and Analysis

represented by ProMark [3], a state-of-the-art method thatSingIe Style Concept Attribution. We rst evaluate our

ET — method's ability to attribute abstract concepts, such as artis-
https://www.wikiart.org/ . .

3nttps:/icyberes.github.io/stable-diffusion-textual-inversion-models/  tiC Styles on the WIKI/—\I’t [35] dataset_- We compareq TOke!q'

4Speci ¢ examples can be found in supplementary material. Trace against a series of both passive and proactive attribu-




(a) Qualitative Comparison for Artistic Style Concepts. (b) Qualitative Comparison for Single Object Concepts.
Figure 3. Qualitative analysis of visual delity for watermarked images. (a) Results on abstract artistic style concepts from the WikiArt
dataset. (b) Results on diverse object concepts from the ImageNet dataset. In both cases, the “Watermarked” images are visually indistin-
guishable from the “Clean” originals.

Table 2. Performance comparison for multi-concept attribution.  gver both the pixel-based ProMark (87:19%) and the
The left plot shows results for attributing 2 customized concepts  |atent-based CustomMark (89:25%).

(one object and one style), while the right plot shows results for 4 - 1o o gjitative results in Figure 3a further validate our
general concepts. TokenTrace, consistently outperforms the Cus-

- ; - method's performance. The “Watermarked” images suc-
tomMark baseline in both bit accuracy, represented as “Bit”, and full tain the intricate detail d I thetic of
attribution accuracy, represented as “Attrbution”. Performance is Cess u y re aln_ _e intricate de a'_S an ov_era aestnetic o
further improved by applying prompt weighting (TokenTraceP). the original artistic styles. The _wsyal .dellty bgtween the
All accuracy metrics are in percent (%). “Clean” and “Watermarked” pairs is high. This con rms
that watermarks inserted by TokenTrace is imperceptible, a

Customized General . . : o
crucial requirement for any practical attribution system.
Method Bit" Attribution” Bit" Attribution "
CustomMark  92.47 85.14 78.93 7278 Single Object Concept Attribution. We further assess
TokenTrace  94.15 88.62 85.41 81.57 evaluate the scalability and performance of TokenTrace on
TokenTraceP 96.83 90.53 90.33 86.08 discrete objects, we conducted a large-scale experiment

on 1000 object concepts sourced from the ImageNet [10]
dataset. Similar from the style attribution task, the results
presented in Table 1 clearly demonstrates the superiority of
our approach. TokenTrace achieves a state-of-the-art attri-
bution accuracy of 90:43% and a bit accuracy of 95:82%.
It signi cantly outperforms all passive methods and shows
a clear performance gain over the other proactive baselines,
ProMark (87:30%) and CustomMark (87:12%). The qual-
itative results in Figure 3b further con rm the impercepti-

Figure 4. Qualitative example of multi-customized concept pre- bility of our yvatermark. Across Q|v¢r§e cqncepts, the “Wa_-
diction. We generate two images using a single prompt containing termarked” images are visually indistinguishable from their
multiple watermarked concepts, and report the average bit accu-'‘Clean” images, demonstrating that TokenTrace achieves
racy and average attribution accuracy for each prompt. robust attribution while maintaining high visual delity.

tion baseli The attributi d the bit predi Multi-Concept Attribution. A key advantage of our
lon basetines. The attribution accuracy and In€ bit predic= g, ayor s attributing multiple concepts within a single

tion accuracy was calculated based on 100 generated 'meage. We rst evaluated this on two customized con-
ages. As shown in Table 1, the results clearly demonstrate

h ority of i i Ki hf cepts on the self-created concept pool of 20 concepts (10
€ superiorily ot our semantic watermarking approach for objects and 10 artistic styles). As shown in Table 2, To-
this complex task.

. . i kenTrace (88:62%) outperformed the CustomMark base-
* Firstly, TokenTrace achieves a state-of-the-art Attribu-

. RO e , line (85:14%) upon the comparison of attribution accu-
tion Accuracy of 91:679%, signi cantly outperforming all racy, and an enhanced version, TokenTraceP (with prompt
other baselines. ' '

. .. weighting)®, further boosted this accuracy to 90:53%. We

* Secondly, TokenTrace Surpasses a_II paSS|ve.at_tr|but|onthen tested a more complex four-concept scenario. Be-
methpds by a large margin. For instance, it is ,SUb' cause composing multiple customized concepts degrades
stantially more Qccurate 'than SFa’?daFd .C.LIP re}neval image quality, we constructed a new benchmark using Chat-
(52:60%), con rming that simple similarity is insuf cient GPT [7] to generate a diverse set of prompts involving

for_robust attribution. . four distinguished concepts. The results in Table 2 show
 Thirdly, our method also outperforms other proactive wa-

termarking techniques. It shows a clear improvement SDetails about TokenTraceP can be found in supplementary material.
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